the attacker's mindset - workshop 2

Redo today's hack, on
your own.

Mohamed Medjahdi, Cybersecurity Engineer -

Set up your lab XSS, with the code

SQL injection, with the code How to hunt on your own

Practice tonight The report template



https://medjahdi.dev/

01 - the 1lab

Set up your lab

Install Docker, then checK it

Docker Desktop

docker --version

Run the target: OWASP Juice Shop

docker run --rm -p 3000:3000 bkimminich/juice-shop

Open Burp Suite

Burp Suite Community

http://localtest.me:3000

If you're stuck
>

>


https://www.docker.com/products/docker-desktop/
https://portswigger.net/burp/communitydownload

02 - vulnerability one

XSS, with the code

html = "<p>Results for: " +




03 - vulnerability two

SOL injection, with the code

query = "...WHERE email="" + + "' AND pass='"...




04 - the real skill

How to hunt on your own

Does my text show up on the page?

Type <b>test</b>. If it turns bold, the site isn't cleaning input, try XSS.

Does it go to a database?

Any login or search. Type a single quote . If you get an error, SQLi is likely.

Watch it in Burp.

Send the request to Repeater, change one thing, resend, read the response. Repeat.

ThinkK like the restaurant.

What is this input allowed to do, and what happens if | ask for more?

When stuck.

Ask Al "why didn't this payload work here?", then verify what it says yourself.




05 - tonight

Practice tonight (free)

The best way to lock this in before Thursday. Same two vulnerabilities, guided, in your browser:

» , start with the reflected XSS apprentice labs.
> , start with the login-bypass apprentice lab.
> , keep hunting. It has a built-in challenge scoreboard at


https://portswigger.net/web-security
https://owasp.org/www-project-juice-shop/
https://portswigger.net/web-security/cross-site-scripting
https://portswigger.net/web-security/sql-injection

06 - the deliverable

The report template

Title: [e.g. Reflected XSS in product search]
Severity: [Critical / High / Medium / Low]
Affected asset: [URL / field]

Tested by: [your name]

[1-2 sentences: what it is and why it matters.]
1. [step] 2. [stepl 3. [step]

[the exact payload used]

[what an attacker can actually do.]

[how to fix it.]

roadmap

See you Thursday. Keep Juice Shop ready.

medjahdi.dev roadmap GitHub


https://www.medjahdi.dev/src/roadmap-red
https://medjahdi.dev/
https://www.medjahdi.dev/src/roadmap-red
https://github.com/medjahdi

For educational and cybersecurity awareness purposes only. Only test systems you own or are
allowed to.



